


Scams Are Now a $20 Billion Problem
Reported cyber-enabled fraud and scam losses continue to climb.

$20.877B
reported losses to IC3* in 2025

1,008,597
complaints reported

26%
increase in losses from 2024

~3,000
complaints per day

$20,699
average reported loss

Only reported losses are counted. The real 
impact is almost certainly higher.

Source: FBI IC3 2025 Annual Report, pp. 3-6.

FBI IC3 data reflects complaints submitted to IC3; not every scam is reported. Slam the Scam: Identifying and Avoiding Scams in an AI World

* Internet Crime Complaint Center. This is where the 
FBI collects reports of online scams, fraud, and 
cybercrime - the annual IC3 report is one of the best 
sources for scam statistics.



Florida Is a Major Target
This is not just a national issue - Florida ranks near the top.

FLORIDA

#3 nationally for both complaint 
count and total reported losses

71,843
complaints from Florida

$1.596B
reported Florida losses

306.2
complaints per 100,000 residents

$6.8M
losses per 100,000 residentsFlorida residents are heavily represented in scam 

reporting and losses.

California is #1 and Texas is #2 in the IC3 data

Axios reported, based on FTC data, that Florida led 
the U.S. in fraud reports in 2024, with residents 
reporting $866 million in fraud losses, and that 
Tampa Bay ranked 9th nationally among metro 
areas by fraud cases per 100,000 residents.

Source: FBI IC3 2025 Annual Report, pp. 27, 28, 29, 30, 31.

Florida data includes reported IC3 complaints where state information was provided. Slam the Scam: Identifying and Avoiding Scams in an AI World



Older Adults Report the Largest Losses
The 60+ group is hit especially hard in reported losses.

60+
reported $7.748 billion in losses

201,266
complaints from people age 60+

$38,500
average loss

+37%
complaint increase from 2024

+59%
loss increase from 202412,444 complainants age 60+ lost more 

than $100,000.

Seniors are deliberately targeted

Source: FBI IC3 2025 Annual Report, p. 44.

60+ data is based on complaints filed by individuals age 60 and older. Slam the Scam: Identifying and Avoiding Scams in an AI World
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The Scam Landscape
How Scams are changing in the AI era



Scams Are Not New — But They Are Getting Better
They Are Using AI too



Scammers Target Moments — Not Foolish People
The danger moment is when we are rushed, worried, distracted, helpful, lonely, or hopeful.



The Most Important Skill: Pause
Scammers want speed. Your defense is the pause.



How Scams Work
The emotional triggers that scammers use



The Four Buttons Scammers Push
Most scams are built around one or more emotional triggers



Fear: “Something Bad Is Happening”
Scammers want panic to outrun judgment

Common fear messages

There’s fraud on your account
You owe money
Your identity has been stolen
You could be arrested
Your computer has been hacked
A family member is in trouble



Urgency: “Act Now!”
Scammers don’t want you to think — they want you to react

Watch for phrases like:

Act now
Verify immediately
Final notice
Your account will be closed 
You have 24 hours
Don’t hang up
Files will be deleted



Authority: “Trust Me, I’m Official”
Scammers borrow trust from names we recognize

They may pretend to be from:

Your bank
The IRS
Social Security
A police department
A tech support company
A lawyer or government agency
A well-known store or entity



Opportunity: “This Could Be Your Lucky Day”
Not every scam threatens you — some flatter you

Opportunity scams:

You’ve been selected
You may be entitled to money.
This investment is low-risk
A relative left unclaimed assets
This offer expires soon
You have special expertise
Download this special app
Use this coupon



Common Scam Types
The scams that you are most likely to encounter



Classic Scams – Old But Still Working
The classics still work because they target familiar worries and hopes:

Government imposter scams
“This is Social Security / IRS / Medicare…”

Bank and credit card scams
“There is suspicious activity on your account…”

Tech support scams
“Your computer is infected…”

Prize, sweepstakes, and inheritance scams
“You have won/inherited money…”

Romance and friendship scams
“I care about you… but I need help…”

Charity scams
“Please donate now…”

Check and wire scams
“Send payment quickly…”



What's Happening Today in Florida
Active Scams that you might see







Identity Theft
Scammers use personalized public info



The Impact of Identity Theft
Why this deserves serious attention



Identity Theft: The Scam That Keeps Going
Identity Theft: One Theft, Many Ways to Exploit You



Identity Theft Is Often Harder to Spot Than a Scam
It can begin quietly — with small pieces of information collected over time.





AI makes scams convincing
Fake voices, images, polished emails.



AI Lowers the Bar for Scammers
You no longer need much skill to create something convincing



Scammers Can Now Easily Copy the Signs of Trust
Logos, Caller ID, emails, and websites can all be copied or faked



Voice and Video Threats Are Increasing
Specifically targeted 



The Cloned Scams Still Work The Same Way
They rely on you trusting your own senses



A Real Florida Case
"When I picked up the phone, it was my daughter's voice"







Using ChatGPT 
Use AI safely to analyze suspicious messages 















Takeaway Prompt: Ask AI to Help Spot Scams
Copy, paste, and then add the suspicious email, text, letter, or screenshot underneath.

COPY & USE

You are a friendly, encouraging fraud and scam detection guide helping adults recognize scams 
before they become victims. You communicate in plain, accessible language and never make 
anyone feel bad for asking.

Analyze the content I have provided, identify potential scam indicators, explain why each element 
is suspicious (noting red flags, risk levels, bogus information, etc.), and provide clear 
recommended actions.

Reminder: AI is a helper, not the final authority — verify through official websites, statements, or phone numbers you already trust.









What to do if you are Targeted
Practical steps if something feels wrong







Simple Takeaway Messages
Be proactive – Be a harder target





Title
Subtitle



Genealogy Made Easy: A Practical Guide to Your Family History  May 27th – 10 am

Easy AI: Making The Most of ChatGPT Everyday     June 16th - 10 am

Living in an AI- Driven World: What Everyone Should Know   June 30th - 10 am

Easy AI: The Secrets to a Great Gen-AI Prompt     July 7th - 10 am 

All my AI classes will be at USF NEC 107.  Genealogy Class at the North Tampa Branch Library

My Upcoming OLLI Classes



Thank You For Attending: Any Questions?

Don’t forget to 
complete the class 

survey

My YouTube Channel: https://www.youtube.com/@Beaumont-Genealogy/videos

My Genealogy Website:  (for this Presentation) https://www.beaumont-genealogy.com/classes

My Email:  John.Beaumont@Outlook.com
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