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Scams Are Now a $20 Billion Problem

Reported cyber-enabled fraud and scam losses continue to climb.

$20.877B

reported losses to IC3* in 2025

Only reported losses are counted. The real
impact is almost certainly higher.

* Internet Crime Complaint Center. This is where the
FBI collects reports of online scams, fraud, and
cybercrime - the annual IC3 report is one of the best
sources for scam statistics.

Source: FBI1C3 2025 Annual Report, pp. 3-6.

FBI IC3 data reflects complaints submitted to IC3; not every scam is reported.

1,008,597

complaints reported

~3,000

complaints per day

26%

increase in losses from 2024

$20,699

average reported loss

Slam the Scam: Identifying and Avoiding Scams in an Al World




Florida Is a Major Target

This is not just a national issue - Florida ranks near the top.

FLORIDA
#3 nationally for both complaint
count and total reported losses

Florida residents are heavily represented in scam
reporting and losses.

Californiais #1 and Texas is #2 in the IC3 data

Axios reported, based on FTC data, that Florida led
the U.S. in fraud reports in 2024, with residents
reporting $866 million in fraud losses, and that
Tampa Bay ranked 9th nationally among metro
areas by fraud cases per 100,000 residents.

Source: FBI1C3 2025 Annual Report, pp. 27, 28, 29, 30, 31.

Florida data includes reported IC3 complaints where state information was provided.

71,843

complaints from Florida

306.2

complaints per 100,000 residents

$1.596B

reported Florida losses

$6.8M

losses per 100,000 residents

Slam the Scam: Identifying and Avoiding Scams in an Al World



Older Adults Report the Largest Losses

The 60+ group is hit especially hard in reported losses.

60+ 201,266 $38,500

complaints from people age 60+ average loss

reported $7.748 billion in losses
+37% +59%

1 29444 Complainants age 60+ lOSt more complaintincrease from 2024 loss increase from 2024
than $100,000.

Seniors are deliberately targeted

Source: FBIIC3 2025 Annual Report, p. 44.

60+ data is based on complaints filed by individuals age 60 and older. Slam the Scam: Identifying and Avoiding Scams in an Al World



Todays Roadmap

What we will cover in this class

The Scam Landscape
o How Scams are
changingin the Al era
Identity Theft
o Scammers use
personalized public info

Using ChatGPT Demo

0 Real examples and
spotting red flags

How Scams Work
e The emotional triggers
that scammers use

Al makes scams convincing

e Fake voices, images,
polished emails.

What to do if you are Targeted

Practical steps if
something feels wrong

Common Scam Types
e The scams that you are
most likely to encounter

Using ChatGPT

Use Al safely to
analyze suspicious
messages

Simple Takeaway Message

e Stop — Check - Verify -
Report



The Scam Landscape

How Scams are changing in the Al era




Scams Are Not New — But They Are Getting Better

They Are Using Al too

/\ Then

From: l support@micro-soft-update.com
To: I undisclosed-recipients:;
Subject: URGENT! !l Your Account Will Be Closed

Dear Costumer,

We have detect a problem with your account.
You must verify now or your account will be
suspended FOREVER!!!

Click here to confirm your account:
http://secure-account-verify-now.tk

Thank you,
Account Team

(%) Bad spelling

(%) Obvious fake sender
(X) Strange story

(%) Suspicious link

(%) Easy to dismiss

New Message !E

[ +1(833) 555-0184
Account Security

Your account activity
looks unusual.

We detected a new sign-in
to your account on
May 7, 2025 at 8:42 AM.

If this wasn’t you, secure
your account now:

secure.verify-account.com

Reply STOP to opt out.

| € 2
() Better writing

(¥) Familiar branding

(¥) Personal details

(¥) Realistic urgency
(¥) Harder to dismiss

U &

Action required: Verify
your account  inbox

Security Team Today, 8:42 AM
security@account-service.com
tome v

Hi Jordan,

We noticed a new sign-in to your account
from a device we don't recognize.
Sign-in details:

« Device: Windows 11

+ Location: Chicago, IL

» Time: May 7, 2025 at 8:42 AM CDT

If this was you, no action is needed.
If not, verify your account now to keep it safe.

Verify my account

This link will expire in 24 hours.

Thanks,
Security Team

a Same tricks. Better packaging.



Scammers Target Moments — Not Foolish People

The danger moment is when we are rushed, worried, distracted, helpful, lonely, or hopeful.

Scammers target moments of emotion and distraction.
That’s why slowing down is one of your best defenses.



The Most Important Skill: Pause

Scammers want speed. Your defense is the pause.

Y
STOP CHECK VERIFY REPORT
L —_— o
Don’t click, reply, Look for pressure, Use a trusted We’ll cover where
pay, or share info threats, and odd website, app, or and how later

\ / K requests / K phone number J k /
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How Scams Work

The emotional triggers that scammers use




The Four Buttons Scammers Push

Most scams are built around one or more emotional triggers

E | / \

v v

3 N W

& ‘ N4

Fear Urgency Authority

You're in trouble Act now I’'m official

| ——

Opportunity

You've been selected




Fear: “Something Bad Is Happening”

Scammers want panic to outrun judgment

I ;/H\ Payment Required
/’ —_— ;»4 \'\‘ Update your payment information

\ \ ~ = immediately to avoid penalties.
Pay Now
‘\‘ — . Final Notice
\” _ /(I You have an outstanding balance.
\ Account Locked Pay now to avoid legal action.
Suspicious Activity Your account has been locked RO,
We detected unosual due to security concemns.
activity on your account. - A x .
EQZ ?:;w \Z protect Verify Immediately y A\ Verify Immediately
your account. ‘ Confirm your identity to

Verify Now

o “" e A avoid account termination. [ P AY Now ¢ & -
j /
/,

/\ Final Notice
Failure to respond will — S - —
result in account : v‘" Urgent: Action Required

ion. = - }
suspens ZOON Open now to prevent

=5 Jomm | account suspension.
- N =

éommon fear messages \

There’s fraud on your account
You owe money

Your identity has been stolen
You could be arrested

Your computer has been hacked
A family memberis in trouble




Urgency: “Act Now!”

Scammers don’t want you to think — they want you to react

mtch for phrases like:

Act now :

Verify immediately

Final notice

Your account will be closed
You have 24 hours

Don’t hang up

Files will be deleted

X

=

=/

ACT NOW |

Your account will be
suspended within:

e e \_\_\‘
| i e

VERIFY NOW

& FINAL Norice

Failure to respond will
result in account
suspension,

~ VERIFY IMMEDIATELY

A =

IMMEDIATE

Please update your information
to avoid interruption.

TAKE ACTION NOW

ACTION REQUIRED |

1; IN ‘.\‘ i (‘\l' |
\

24 HOURS
m REMAINING
Act now to prevent
account restriction.

—

— & VERIFY IMMEDIATELY

Confirm your identity now
to keep your account active.

LIMITED TIME

This offer expires in 24 hours.

Don't miss out.

VERIFY NOW

—
/

ey



Authority: “Trust Me, ’m Official”

Scammers borrow trust from names we recognize

i /-
A /—\ w_\ 8 This is the Social Security

Fraud Department.
Incoming Cay /

Do not hang up.
So
cg;fsecurty / 8 We need to verify

...|-]‘.|||||-n|||--||||n||||m|||ml||n|m||||--|u---v)1-
ice

your acocount
immediately.

/ \v\ o o e

Fraug Depa, rtment
(800) 555., -0198

7\

Gey may pretend to be from: \

Your bank

ThelRS

Social Security

A police department

A tech support company

A lawyer or government agency

@vell-known store or entity /




Opportunity: “This Could Be Your Lucky Day”’

Not every scam threatens you — some flatter you

@portunity scams: \ «,-‘_

— SPECIAL

.l
You’ve been selected OPP Q \ TUN‘TY
You may be entitled to money. ) :
This investment is low-risk S | " vou couLp BE THE
A relative left unclaimed assets ~ g8 NEXT OF K‘N

This offer expires soon 1 f#
You have special expertise \

Download this special app UNCLA\N\ED ASSEYS

: T ‘ CR
%e this coupon / S | aERITANCE NOR




Common Scam Types

The scams that you are most likely to encounter




Classic Scams - Old But Still Working

The classics still work because they target familiar worries and hopes:

Government imposter scams
“This is Social Security / IRS / Medicare...”

Bank and credit card scams

“There is suspicious activity on your account...”

Tech support scams
“Your computer is infected...”

Prize, sweepstakes, and inheritance scams
“You have won/inherited money...”

Romance and friendship scams
“l care about you... but I need help...”

Charity scams
“Please donate now...”

Check and wire scams
“Send payment quickly...”

/

@o

\ Account Alert
|

@

.
| Suspicious Activity
\ Detected

A

Romance / Friendship

234 5678 993 e

\ III /) Bank Fraud

lll

CREDIT Capp -

A\)))

6
00/00

1]

Check & Wire Scams

W §



What's Happening Today in Florida

Active Scams that you might see

N\
(l 1 /*\ _#1 Imposter Scams Property Deed Fraud
Fake IRS, Social Security, Criminals file false
Medicare, tech support, documents against
or even family calls. homes. Property fraud
alerts can help.
S B 7
N
Jury Duty Scams Investment &
‘You missed jury duty. Crypto Scams
Arrest threats and @ Florida iS H|gh return, low risk'
g;n;;:i: rfgrzp;?/ement a major fraud target. limited time — often
Netimofor c’rypto.' ) ending in real losses.
( — . \ :- ' : B
'3 Al Voice / A Romance Scams
( @ |\ Grandparent Scams| | . 0 Oniine relationships
' <o\  Aloved one sounds B CREEE e : build trust, then turn
MI'“' |||ll'|""|"§ ) ?:r"r'::gﬁgya"d 23 : into requests
9\_, — _immediately. J for money.
-~ ALSO Toll / SunPass-style texts Fake online shopping deals
ACTIVE, Smishing texts claim unpaid tolls. Too-good-to-be-true prices and fake stores

Clicking can steal your info or install malware. steal your money and personal information.



Current Example [waimart

The Walmart Robocall Scam
The fake fraud alert

E HOW THE SCAM WORKS

@ Trusted brand
Q\'\h\

l,,1

Scammers spoof
Walmart's phone number
so the call looks real.

@ Big unexpected
charge

PURCHASE
DETECTED

$919.45

PIayStationS- _
3D Headset

You're told there’s a
suspicious purchase you
didn’t make.

N\

Once you engage, they can steal your money
and your identity.

A

[ )

...,,“,.

Walmart Fraud

Incoming Call

Department
@ Fraud Alert

We detected a suspicious
purchase on your account.

Amount: $91 945 |

Item: PlayStation 5
3D Headset

If you did not authorize
this purchase,

Press 1
now.

@ Remember: Legitimate companies will never call and ask for your personal or financial information.

\'I
'.\

The scam is not
the purchase —

the scam is your reaction.

................. e

.

3 | Urgent action:
“Press 1”

f”“fs”é'
@77 (80 (M9

PQRS TUvV

/* /9 #

You're pressured to press 1
immediately to “stop”
the fraudulent charge.

/
(4) Fake
~ representative

P

How can
| help you?

You're connected to a
scammer posing as a
Walmart fraud specialist.

"B | Personal information

requested
— CREDIT CARD ‘
E 5

1234 5678 9012 3456

S

ocul. §ecum~,.,

125 as 6799

They ask for your card
number, account login,
SSN, or one-time codes.

Do not
press 1
Never respond to

robocall prompts.

STAY SAFE: 3 SIMPLE STEPS

Hang up
End the call
immediately.

Check the
official app
or website

&

Sign in yourself or call the
official number on the
back of your card.

N

B Be informed. Be cautious. Be secure.



Where Are We Heading?

More Personal. More Convincing. More Automated.

= 6y = = =
TE | e o
15| el & | O .4

’ Voo

e e
i )

-
>

PUBLIC ! GENEALOGY CLONED VOICE  *

D
y
N\
y

RECRDS s (4 DATABASES ,
‘ FAKE IMAGES /

/ \ / DEEPFAKES . e ‘
/i More Personal ’ More Convincing \ @re Automated \\55{.‘_" -

ROBOCALLS " CHATBOTS

T e
.

b
?

A
4

¥ '© | Scammersknow more before they Al makes scams sound and look - Scammers can target more people, | .~ [e= |
contact you legitimate ; i
Sg?é’g" g —ete— AN faster 1 : MASS TEXTS
gubluc gecords Al-written emails with fewer mistakes Mass texts and robocalls o =
ocial Sites : : : S e | D%
Cloned voices that sound like famil Al-generated messages \ 4 |
Genealogy Databases : . v = ' E AN M
Cobkies Fake images, documents, or videos Chatbots posing as supportagents | EMAIL
Information for Sale e Professional-looking fake websites Rapid follow-up across phone, emaily . .
//\\ ~ Data breaches 6N Personal Information anditex K/\ 1
'S % X W / Cloned phones and emails .
-~ /A\ 3 : - PHONE
‘;’Z?:EERRDT;{ ' /\ INFORMATION ] V = il
> ] FOR SALE } 4 i \ | PR
' <. / i |
FAKE EMAILS 1 DOCUMENTS WEFggIEE s
(@) () (=) == == = - (B)(Q))
; BT
(X | )

|‘ L
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Scammers use personalized public info




The Impact of Identity Theft

Why this deserves serious attention

IDENTITY THEFT: THE IMPACT IN 2024

1.1M $478B 18M

identity theft reports lost to identity fraud Americans affected by
filed with the FTC & scams combined traditional ID fraud

b 4 o3 i

Slow Recovery Emotional Toll Older Adults Hit Hardest Florida #1 Nationwide

Nearly half of victims said issues 43% experienced anxiety or Adults in their 70s lost a median Highest ID theft rate in U.S.: 138
were STILL unresolved 12 depression; 42% developed of $1,000 — vs. $417 for those reports per 100K residents in
months later lasting trust issues in their 20s 2024




Identity Theft: The Scam That Keeps Going

|Identity Theft: One Theft, Many Ways to Exploit You

8 ") 4 !
1. Credit & Debt A
F e Opening loans TAX 4. Taxes & Benefits
” e Opening credit cards J'_\ B i i /—' | —® e Stealing tax refunds
Stealing benefits
e |arge purchases such as cars =
k / ,” \\ /
- o ™,
A 2. Home & Property 5. Savings & Retirement
e Remortgaging homes H ; @ Stealing from banks
e Property or title misuse 1 * Stealing from retirement
% 5 accounts y
r o . . —
’ 3. Medical & Insurance : 6. Online & Reputation
o Medicallidentity theft : ¢ Hijacking social identities
e Insurance fraud m e Email or account takeover
e Criminal/legal identity misuse
k j \ g y J

[ @ |dentity theft can affect nearly every part of your life. ]




Identity Theft Is Often Harder to Spot Than a Scam

It can begin quietly — with small pieces of information collected over time.

Identity theft can start with:

» A fake verification request
Confirm your SSN, Medicare number, or date of birth

* A one-time passcode
Read me the code we just sent you

» A phishing link
Update your account information here

» A stolen check or document
Personal information taken from mail or paperwork

* A compromised email account
Password resets, bank alerts, and impersonation

* A data breach
Your information exposed before the scam ever begins

o =%

_ llac=s
. =
@ £ 1®




If You Think Your Identity Has Been Compromised

Act quickly — but don’t panic.

Pause and breathe
Do not let panic make the decision.

Talk to someone you trust
A friend, family member, bank, or advisor can help you think clearly.

Stop contact

Do not reply, click, send money, or provide more information.

Lock down cards and accounts
Use your bank or credit card app/website to freeze, lock, or report a card.

Contact the real organization
Use the official app, website, statement, or phone number —
not the one in the suspicious message.

Change passwords and check activity
Focus on email, banking, credit cards, retirement, and benefit accounts.

Freeze credit and report it
Consider a credit freeze and report identity theft at Identity Theft.gov.

© Speed matters. Shame does not. Ask for help quickly. <2



Al makes scams convincing

“" Fake voices, images, polished emails.




Al Lowers the Bar for Scammers

You no longer need much skill to create something convincing

In the past, scammers needed some skills.

Write believable messages
Research official jargon
Create convincing stories
Technical skills to engage
Skills to avoid detection

But still most scams were easy to spot

Now, Al will help them |
« Write a polished email |
Sound believable and official
Personalize the story

Do the technical work

Mask the scammer

Al can turn a clumsy scam into a believable one.



Scammers Can Now Easily Copy the Signs of Trust

Logos, Caller ID, emails, and websites can all be copied or faked

E i e o — ? —
: ¢ ————-- ) : ! o -
. e 4_’A =l -
= — % i = ————— From: no-reply@trusted-services.com
=% & B ave , ———— : - et - A >V< .4
3 L ( = L To: You 4
o
R s = =0 0% M i S —

{ | :
Trusted Services ' neoming Call

L J {
R
J W l \,/ | Hello, We're here to help

; Customer Support = £

| R | We're reaching out regarding your account

‘ & 555) 123-4567 i d i
s ( ) Customer Support | Please review your information to

Mon-Fri 9am~6pm J (555) 123-4567 avoid interruption. g oD
L aan

RS n | Thank you,
o ET % ¥ Suppont Secure Rellable
e gt ,\ \ ! Customer Support Team KA
2 \‘ | Cm ) AN / E
> | % 5 - -
/ | - = .
i

/

/

We used to trust:

e Logos
e Caller ID

e Email addresses The new rule:
 webdttes ) \ Looking real is not

» Official wording the same as being real.

But scammers can now copy or fake them.

|
|

_/‘ - Important Update @ ;rel:\s/?sgs e =
. \ | From: support@trusted-services.com f | Customer Support
| ® 2

(555) 123-4567




Voice and Video Threats Are Increasing

Specifically targeted

videos

’j Social media |
E QO Voicemail |
f greetlngs | \

recordmgs

Compromlsed i
c a accounts %

Al can now make a scam

call sound like someone you trust.

Voice samples may come from:
e social media videos

e voicemial greetings

* public recordings

e compromised accounts

()

Incoming Call

F

(555) 123-4567

~A~!|--u|bm| llw\tlﬂ«m»'um|»|Mh(wh|l|l~wu-«'»~~

Voice sounds familiar...

& FBIl warning:

Criminals are already using
Al-generated voice messages
to impersonate trusted people
and officials.

VOICE CLONING

1.'—' &=

& NOT WHO THEY CLAIM TO BE '

& Bottom line:

A familiar voice is
no longer proof.



The Cloned Scams Still Work The Same Way

They rely on you trusting your own senses

@ ® ® | ® Q
R ;H 11 A ‘ \\ ' Q e \/I’ -
‘ | 'Hl |H| | ' /i ‘“ y 8

. Believable Emotional Authority Urgent No time
' voice emergency added demand to verify
A familiar voice Accident, arrest, A lawyer or Money, access, or Don'’t call anyone.
gets attention or crisis official joins in information now Act now
\ D& & P Y O

Bottom line: The voice gets your attention. The pressure gets your money.

—



A Real Florida Case

"When | picked up the phone, it was my daughter's voice"

Fox B News Weather Sports Good Day We Live Here Contests More
TAMPA BAY

$15,000

lost after an Al voice impersonation

Dover woman loses $15K after

" L L .
= scammers used artificial
e L L J
intelligence to impersonate
Dover, Florida * Hillsborough County da ughte
By Aaron Mesmer | Published |uly 17 DT | Hillsborough County I
What happened:
_ _ ) Lesson:
* A frantic call sounded like her daughter crying
® The caller claimed there had been a car crash When emotion is high
* A supposed public defender demanded bail money . . !
* Cash was handed to a “legal courier” verification must be stronger.

Source: FOX 13 Tampa Bay, July 17, 2025



The Best Defense: A Family Code Word

When the voice sounds real, ask for something only family would know
&

Create a private family code word

Choose something simple, but not obvious
Share it only with close family members
Do not post it, text it widely, or use it as a password

Practice the rule: No code word = no money, no action

\;\ Use it when a call feels urgent:
“Mom, I'm in trouble.”
“l was in an accident.”
“I've been arrested.”
“Please don’t tell anyone.”

“I need money right now.”

& If they can’t give the code word, stop and verify another way.




How to Respond to Al-Enabled Scams

New threats require a few new habits

( Al-Enabled Threat What To Do W
| |
| . : :
| 8’. Polished scam emails and texts @ Don’t trust good grammar. Verify the sender. (e
@, Fakg websites, spoofed numbers, ‘ =-) Use your own trusted website, card, or statement. | Unknown cayie,
| v copied logos | =
l 'IIII*I-, . Voice cloning | “ Use a family code word. Call back on a known number.
| | ey =
% Personalized messages | 7 Pause and ask: How would they know this? p
’ Q, ~ Urgent emotional pressure ‘ @ Slow down. Never let urgency skip verification.
— -
’ @ Al at scale | /l‘} Expect more scams, more often, and more believable.

\ =0 T et ; S _

& Bottom line: Don’t rely on how real it looks or sounds. Rely on how well it is verified.

@ Next: Use ChatGPT — or another Gen-Al tool — to help analyze suspicious messages.

|

/.

/



2

Using ChatGPT

Use Al safely to analyze suspicious messages




Al Can Help You Slow the Scam Down

Use ChatGPT as a ‘pause button,” and help gather your thoughts.

L m Scammers want speed. ChatGPT can help you slow down.

slide text:

Paste suspicious text into ChatGPT — not links or attachments
Ask it to look for pressure, fear, urgency, and unusual requests
Ask: “What would a legitimate company or agency do instead?”

Use it to create a safe verification plan

Then verify through official sources — not through the message itself

Q
@

PAUSE

Take a breath.
Don't rush.

ANALYZE

Look for red flags, *
pressure, and
unusual requests.

VERIFY

Check through
official sources
you trust.




What ChatGPT Is Good At

ChatGPT is good at spotting patterns — especially emotional manipulation.

o5

slide text:

Identifying scam language and pressure tactics
Explaining why something feels suspicious
Summarizing a confusing message in plain English
Listing questions to ask before responding

Drafting a calm message to a trusted person
for a second opinion

ChatGPT helps you spot patterns,
explain red flags, and think more clearly.

Q
"

:

SPOT

Find pressure
and urgency

EXPLAIN

Turn confusion
into plain English

PLAN

Suggest safe
next steps




What NOT to Put Into ChatGPT

Use Al to analyze the message — not to expose yourself further.
REDACT

Hide personal
information

Analyze the message — ¥ o 008
don’t expose yourself further. N

Don’t share
passwords

(- =)

J

Don’t paste SSNs, account numbers, passwords, or one-time codes

HIDE CODES

Don’t share one-time

Don’t upload suspicious attachments ' codes or OTPs

Don’t click links so ChatGPT can “check them” DON’T UPLOAD

Don't upload suspicious

Don’t copy full email headers unless you know what you're doing Nroachnisnts

Don’t ask ChatGPT to call, email, or interact with the scammer DON'T CLICK LINKS
Don't ask Al to check

links

. NO CONTACT
Ask a smart friend to look — Don't ask Al to call

email, or contact

but cover up your private information first. the scammer




ChatGPT Can Be Wrong Too

Al can help you think — but it can also make mistakes.

A Helpful, but not always right. | [ © AlResponse A

)

e~

g . i
0 Official Source

It may miss a scam
?  Sounds possible.

It may overreact to a legitimate message 9

It may suggest a wrong website or phone number Vesifedirformation.

It may sound confident even when unsure gr A i

-
LT

Always verify through official sources o o & Offcal Government siye
Scam Alert

/ .Do not share Persona(
/ mformatio

U Se A I tO t h i n k it th rou g h 5= :/ ! :“ SUspicioyg rl,i:I::lick @

"‘-»_\

not as your final authority. : ‘ | —




The Safe Al Rule: Analyze, Don’t Act

ChatGPT can help you think through a suspicious message —
but you still verify before doing anything.

B
ChatGPT ;

Here are some things
to consider: h—r

& The sender is unknown. ‘
. I . & Urgent requests \ &‘
Remove private information for action. Verify with
@ Links may be ,,‘ ' | official sources  JIL
: L ] | suspicious. ) // ’/ e (R '
=@ Create a verification plan @ Verify with the offcil @) Vit theoficia
organization. t
S s 8 N ———— —t Call the official
@ Verify independently before acting . phone number

| \""’\' M Contact through t

known channels

9
9;” >

Use Al as a thinking partner — o —
not as the final authority. f\‘>




Real exam ples e
and spotting
red flags O oo |8

0 Live Demo )




Takeaway Prompt: Ask Al to Help Spot Scams

Copy, paste, and then add the suspicious email, text, letter, or screenshot underneath.

COPY & USE

You are a friendly, encouraging fraud and scam detection guide helping adults recognize scams

before they become victims. You communicate in plain, accessible language and never make
anyone feel bad for asking.

Analyze the content | have provided, identify potential scam indicators, explain why each element

is suspicious (noting red flags, risk levels, bogus information, etc.), and provide clear
recommended actions.

Reminder: Al is a helper, not the final authority — verify through official websites, statements, or phone numbers you already trust.




Reminder! Your payment is overdue.

Xfinity BillPay <kg@mobiletorque.net>

To: support.no-reply@mail.xfinity.com

7 Forward

Sun 5/17/2026 9:41 AM

© The attachments on this message have been blocked for your safety. If you are certain that this message is safe, you can mark it as not Junk in order to access attachments.

i Inbox Roles
00 bytes

3 attachments (948 bytes)

1 Mail#5651301875 [ Document#5651301875

316 bytes ‘S 332 bytes

xfinity

We haven't received your payment

Xfinity offers options to help you pay your bill.

Please make a payment to avoid service suspension on the account

Make a payment

Need help paying your bill?

Afinity offers payment options designed to work for you. any options you're eligible for
will appear automatically when you go to make a payment online,

THIS I5 A SERVICE-RELATED EMAIL




ec Gordon Carter € Reply % Replyall 2 Forward

To: You Thu 1/8/2026 847 PM

Attention: John Beaumont,

| hope this message finds you well. I'm Gordon Carter, an attorney accredited by the Private Investigation Bureau (PIB) in collaboration with National Association of Unclaimed Property Administrators
(NAUPA). | am currently engaged in a confidential research project on behalf of Fidelity Private Investments, a financial division of Fidelity Management Groups. | got your email from family search site
while | was tracing family records, you ought to be notified through an official posted mail. However, accept my apology receiving this without prior notice. This project has been a significant focus of my
recent work, I'm excited to share my findings with you:

This research pertains to a deceased client of the bank, Chris Beaumont, who shares your surname and has similar family details. My investigation has uncovered significant financial assets held by
the bank in connection with this individual. Chris Beaumont passed away in January 2020™ aged 82 has no other heirs listed to claim financial assets. Consequently, the bank has tasked me with
identifying a relative for the purpose of facilitating a deposit claim. | would like to discuss the following peints in detail:

1. Are you aware of any relative or extendad family of yours passed away in January 2020™ whose last known address/location was within Marietta, GA.

2. Are you aware of any reasonable financial investment made by this individual with Fidelity Private Investment a financial investment arm of Fidelity Group?

3. Could you establish beyond reasonable doubt your eligibility to assume the status of successor in title to the deceased if you are found suitable for recommendation.

4. Would you accept being presented to the deceased Bank as Mext of Kin with detailed genealogical record proving your relationship while we work out the Legal formality?

In this proposal, | have outlined the objectives, methodology, and expected outcomes of this research. This project has the potential to contribute valuable insights to our field, and | am eager to hear
your thoughts on it. Your expertise and perspective would be incredibly beneficial as | refine my approach and consider any additional angles that may enhance this research. Your positive answers
would help conclude my investigation and submit an inquiry report for review, this would also guide the financial institution towards legally appointing an eligible relative to inherit this investment fund. |

would provide you additional information at the receipt of your response.

Thank you for considering my proposal. | look forward to your valuable feedback and hope to engage in a fruitful discussion soon.

Best regards,

Gordon Carter
Admatted Attorney
BA (Law); LLB



Karl borgmann Talent acquisition “, Reply &, Replyall & Forward [E3)
To: You Sat 4/4/2026 7:30 PM

Hi John,
You have been specifically identified through a targeted global talent mapping initiative focused on leaders shaping the intersection of enterprise technology transformation, Al adoption, and large-scale operational innovation.

Your career spanning senior leadership roles at organizations such as SAP and Software AG, combined with more than three decades of experience delivering enterprise technology initiatives and guiding organizations through complex digital transformations, places you
among a select group of executives capable of bridging business strategy with emerging Al capabilities.

Your recent work as a Generative Al instructor and advocate, along with your extensive background in AP program delivery, enterprise systems, and global techneology leadership, reflects a rare ability to translate advanced technologies into practical, real-world applications
that organizations can operationalize.

We are currently leading a confidential search for a Chief Al Officer f Global Head of Al Governance for a category-defining organization undergoing large-scale Al transformation.
This mandate requires a leader capable of embedding governance directly into Al-enabled enterprise systems while scaling global data and Al operating models across complex technology environments.
This is not an open market opportunity. You were identified as part of a highly curated shortlist based on your experience across enterprise IT leadership, large-scale transformation programs, Al enablement, and governance of complex technology ecosystems.

The role centers on architecting and executing enterprise Al governance frameworks that move beyond documentation into enforceable system-level design, while overseeing global Al and data initiatives with direct strategic impact on the organization's long-term
transformation agenda.

The compensation structure reflects the strategic importance of the mandate, with a total target range between $1.8M and $2.6M, inclusive of long-term equity and performance incentives.
This process is highly confidential and moving with urgency, and | am currently finalizing the shortlist for presentation to the hiring board.

Due to the nature of this process, | do not conduct preliminary calls.

Please reply directly to confirm whether you would be interested in reviewing the full mandate, or if you prefer to continue in your current capacity.

If | do not hear back, | will proceed with advancing other candidates.

Karl Borgmann Talent Acquisition Rangam Consultanis Inc.

= kardborgmann.talent. scquisitioni@Bgneail.com
9 Providence, Rhode Island, United States

Experienced Talent Acquisition professional and trusted advisor
with a demonstrated history of delivering compliant and effective
hiring solutions for business partners and clients. Skilled in talent
acquisition, talent management, team development, compliance
management, and program data analytics.
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What to do if you are Targeted

Practical steps if something feels wrong




IF SOMETHING FEELS WRONG:

Stop First — The First Win Is Not Responding Immediately

®
C)

Hang up or stop the conversation —
you don't owe anyone an explanation

Don't reply to emails, texts, or
DMs from the sender

Screenshot the message before
closing it if you can

Don't click any links or call numbers
they gave you

® %

Don't send money, gift cards, crypto, or
wire transfers — ever

Don't share passwords, Social Security
numbers, or one-time codes

It's OK to say 'l need to think about it' —
real organizations allow this

Talk to someone you trust before
doing anything



#©+.  Contact your bank or card issuer

Call the number on your card —
or lock the card in online banking

Change passwords

Start with email and banking;
use unique passwords

Document everything

Save messages, screenshots,
dates, numbers, and what was said

If personal info was shared: freeze your credit

Free at Equifax, Experian,
and TransUnion

Contact the payment service

Wire service, Zelle, Venmo, PayPal,
gift card issuer — act fast

If you gave Computer daccess
Disconnect from the internet; get trusted
technical help before reuse

() |

Set up account alerts

Turn on transaction and
login notifications

Call a fraud support line
AARP Fraud Watch Network: 877-908-3360

If your SSN was shared: contact SSA, request an IRS Identity Protection PIN, and place fraud alerts or credit freezes.




Simple Takeaway Messages

| Be proactive - Be a harder target




BE PROACTIVE: SET UP YOUR DEFENSES

Small steps now can make scams easier to spot — and harder to succeed.

Turn on two-factor authentication

On email, banking, shopping, and
social media accounts

Set up bank and card alerts

Transaction alerts, login alerts,
and low-balance alerts

Freeze your credit files

Equifax: equifax.com
Experian: experian.com/freeze/center.html
TransUnion: transunion.com/credit-freeze

Sign up for Florida Property Fraud Alert

hillsclerk.com/property-fraud-alert

Sign up for USPS Informed Delivery

usps.com/manage/informed-delivery.htm

Join the National Do Not Call Registry

donotcall.gov

K
1"9

=
Qo

Report Social Security scams

ssa.gov/scam

B

You do not have to do everything today — start with one or two protections.

Use card locks / spending limits

Many banks let you lock cards or set
transfer/spending limits in online banking




BE PROACTIVE: MAKE YOURSELF A HARDER TARGET

Reduce pressure, reduce access, and reduce what scammers can use.

Let unknown calls go to voicemail

Real organizations will leave a message

Create a family code word

A strong defense against Al voice-cloning
and emergency scams

Change passwords regularly

Use strong, unique passwords;
a password manager can help

Manage your digital footprint

Share less publicly and review
privacy settings often

Verify urgent requests offline

Call a known number or speak
to someone directly

Be cautious with quizzes, forms,

and "free" offers
They may collect personal details for scams

Keep recovery info current

Update your backup email, phone,
and security questions

Ask for a second opinion

Talk to someone you trust before
sending money or information

Small habits can make you much harder to fool.




My Upcoming OLLI Classes

Genealogy Made Easy: A Practical Guide to Your Family History May 27th - 10 am
Easy Al: Making The Most of ChatGPT Everyday June 16t - 10 am
Living in an Al- Driven World: What Everyone Should Know June 30t - 10 am
Easy Al: The Secrets to a Great Gen-Al Prompt July 7th - 10 am

All my Al classes will be at USF NEC 107. Genealogy Class at the North Tampa Branch Library



Thank You For Attending: Any Questions?

Don’t forget to
complete the class
survey

My YouTube Channel: https://www.youtube.com/@Beaumont-Genealogy/videos
My Genealogy Website: (for this Presentation) https://www.beaumont-genealogy.com/classes

My Email: John.Beaumont@Outlook.com
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