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account now
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click-here.win
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Spot scams,
recognize red flags,
and protect yourself.

Suspicious Activity
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requesting personal info
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Scams Are Now a $20 Billion Problem

Reported cyberenabled fraud and scam losses continue to climb.

$20.877B

reported losses to IC3* in 2025

Only reported losses are counted. The real
impact is almost certainly higher.

* Internet Crime Complaint Center. This is where the
FBI collects reports of online scams, fraud, and

cybercrime -the annual IC3 report is one of the best
sources for scam statistics.

Source: FBI IC3 2025 Annual Report, pp-&

FBI IC3 data reflects complaints submitted to IC3; not every scam is reported.

1,008,597

complaints reported

~3,000

complaints per day

26%

increase in losses from 2024

$20,699

average reported loss

Slam the Scam: Identifying and Avoiding Scams in an Al World




Florida Is a Major Target

This is not just a national issue Florida ranks near the top.

FLORIDA

nationally for both complaint
count and total reported losses

Florida residents are heavily represented in scam
reporting and losses.

California is #1 and Texas is #2 in thelC3 data

Axios reported, based on FTC data, that Florida led
the U.S. in fraud reports in 2024, with residents
reporting $866 million in fraud losses, and that
Tampa Bay ranked 9th nationally among metro
areas by fraud cases per 100,000 residents.

Source: FBI IC3 2025 Annual Report, pp. 27, 28, 29, 30, 31.

Florida data includes reported IC3 complaints where state information was provided.

71,843

complaints from Florida

306.2

complaints per 100,000 residents

$1.5968B

reported Florida losses

$6.8M

losses per 100,000 residents

Slam the Scam: Identifying and Avoiding Scams in an Al World




Older Adults Report the Largest Losses

The 60+ group is hit especially hard in reported losses.

60+

reported $7.748 billion in losses

12,444 complainants age 60+ lost more
than $100,000.

Seniors are deliberately targeted

Source: FBI IC3 2025 Annual Report, p. 44.

60+ data is based on complaints filed by individuals age 60 and older.

201,266

complaints from people age 60+

+37%

complaint increase from 2024

$38,500

average loss

+59%

loss increase from 2024

Slam the Scam: Identifying and Avoiding Scams in an Al World



Todays Roadmap

What we will cover in this class

The Scam Landscape
c How Scams are
changing in the Al era

Identity Theft

e Scammers use
personalized public info

Using ChatGPT Demo

0 Real examples and
spotting red flags

How Scams Work

e The emotional triggers
that scammers use

Al makes scams convincing

Fake voices, images,
polished emails.

What to do if you are Targeted

Practical steps if
something feels wrong

Common Scam Types
e The scams that you are
most likely to encounter

Using ChatGPT

Use Al safely to
analyze suspicious
messages

Simple Takeaway Message

9 Stop T Check T Verify-
Report



The Scam Landscape

How Scams are changing in the Al era




Scams Are Not New y But They Are Getting Better

They Are Using Al too

/\ Then

From: l support@micro-soft-update.com
To: I undisclosed-recipients:;
Subject: URGENT! !l Your Account Will Be Closed

Dear Costumer,

We have detect a problem with your account.
You must verify now or your account will be
suspended FOREVER!!!

Click here to confirm your account:
http://secure-account-verify-now.tk

Thank you,
Account Team

(%) Bad spelling

(%) Obvious fake sender
(X) Strange story

(%) Suspicious link

(%) Easy to dismiss

New Message !E

[ +1(833) 555-0184
Account Security

Your account activity
looks unusual.

We detected a new sign-in
to your account on
May 7, 2025 at 8:42 AM.

If this wasn’t you, secure
your account now:

secure.verify-account.com

Reply STOP to opt out.

| € 2
() Better writing

(¥) Familiar branding

(¥) Personal details

(¥) Realistic urgency
(¥) Harder to dismiss

U &

Action required: Verify
your account  inbox

Security Team Today, 8:42 AM
security@account-service.com
tome v

Hi Jordan,

We noticed a new sign-in to your account
from a device we don't recognize.
Sign-in details:

« Device: Windows 11

+ Location: Chicago, IL

» Time: May 7, 2025 at 8:42 AM CDT

If this was you, no action is needed.
If not, verify your account now to keep it safe.

Verify my account

This link will expire in 24 hours.

Thanks,
Security Team

a Same tricks. Better packaging.



Scammers Target Moments y Not Foolish People

The danger moment is when we are rushed, worried, distracted, helpful, lonely, or hopeful.

an )\
E&‘m Hopeful>

Scammers target moments of emotion and distraction.
That’s why slowing down is one of your best defenses.



The Most Important Skill: Pause

Scammers want speed. Your defense is the pause.

STOP CHECK VERIFY REPORT
° ° ———— ®
Don’t click, reply, Look for pressure, ‘ o Use a trusted We’ll cover where
pay, or share info threats, and odd website, app, or and how later
K / \ requests / @ k phone number / \ /
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How Scams Work

The emotional triggers that scammers use




The Four Buttons Scammers Push

Most scams are built around one or more emaotional triggers

il

| —————

Fear Urgency Authority Opportunity

You're in trouble Act now I’'m official You've been selected




[ D¢l aWmbEYU W6 RUNWY?Z ¢ 1 Wf t Wc ¢
Scammers want panic to outrun judgment

éommon fear messages \
& ” , f - |,
(\\\ i S—— N6 IJI Dkt Wnl cal WY
N — el e i You owe money
\ ‘ Lk e Your identity has been stolen
\'.f s A You have an ou.tstandingl?alance. You cou Id b e arre Sted
\ Account Locked Pay now to avoid legal action.
Suspicious Activi Your account has been locked )2:59:47 YOUT' Computer haS been haCked
v\:s‘;(: P “:“l due to security concems. | : 2 K
ek i e W A family member is in trouble
Act now to protect Verify Immediately A\ Verify Immediately
your account. fia ST o ld‘entit_y tgon il %
mmn | e | NOW -
Verif oW /
/\  Final Notice /
| Failure to respond will —— SRR = e
- resut in account £ e e 1 Urgent: Action Required
suspension- . VA Opg: now t(:) p?event
e — =] account suspension.




Ol DWUH! alln HaqW Ysr w

ERc Gl t W YUK qllp they eyadt y¥uetdllepdt g 6 R Ut LU

Watch for phrases like: C T
= Failure to respong il 24 HOURS
result in account s
ACt.nO}N b | e TIME REMAINING m REMAINING =
Verlfy Immedlately (F—ﬁ VERIFY IMMEDIATELY Act nowto prevent |
Final notice ( ' |

‘ ‘n ‘- ‘-‘ ‘ i account restriction.

AN kf;m- \L__-Equjl — vE

Your account will be closed
You have 24 hours A |
2 Y.Uk qpill6'c Untlge=f || ACTNOW |

|\ Your accountwilbe | —

— & VERIFY IMMEDIATELY

Confirm your identity now

- - \ ded within: ‘ i 16 BUIAMALAIA AL =y 7 to kee
Flles W|” be de|eted e suspen o & rIME IS R INNING OUT P your account active.
nn-ou-C s IMMEDIATE | s |
TR ACTION REQUIRED | = RIFY Now )
VERIFY NOW Please update your information | . - ‘ e = ——
idi tion. e . .
® to avoid interruptio sxc s e . LIMITED TIME
(o) B —— - This offer expires in 24 hours.
TAKE ACTION =N Don't miss out B

, - — 4 35#5
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Scammers borrow trust from names we recognize

Do not hang up.

| J / ot ot o oo - SOC | al Secu ”ty

s.,cg;fgecu,,-,y / 8 et A police department
Ice -

g —otED
w ! - ot Frem \D Gey may pretend to be from: \

| A ™ This is the Social Security YO ur ban k
’.\ /—?’w m"/\ e Fraud Department. The'IRS

gy | e A tech support company
(800) 555.; 8”’ /i mmediately.
¢ R+ ¢ R e A lawyer or government agency

7\

Qwell-known store or entity /
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Not every scam threatens yoly some flatter you

@portunity scams: \ ’f‘.

_ QPECIAL-

"] ., f I
oVek 2 WWARDWOW 134 W OPTUN\TY
You may be entitled to money. ,g‘ .
This investment is lowrisk . T /OU COULD B
A relative left unclaimed assets 7 NEXT OF K‘N
This offer expires soon 1 //‘1 f
You have special expertise i \ 9
Download this special app \{// \ UNCL ATMED ASSEYS

(2 % : ;‘
. = OTICE @ ‘
Use this Coupon : _—— INHERIT ANCE N = TArL‘MENAC ot}
//\\ : : ,- &= /. e
i 2 7*_- Ea % C‘ONrI Cﬁ‘f;(’;,v
/’, = &8 3 "'< ) 2 7
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Common Scam Types

1 The scams that you are most likely to encounter




Classic Scams T Old But Still Working

The classics still work because they target familiar worries and hopes:

Government imposter sCams

uNG6 Rt ORI OEYHRC OIEIJH2 | R\y! IOpIOf AE HODHO~ 1J1.

RHEC

e /

Bank and credit card scams : S LR ey : al A
WNGIJI IJIORY 1Ot 2t GRARYe2at l0¢c FqgR2 Ra! IOY UL Y2 | IOCHAY 2 UguCO _—
Tech support scams —| Vol nme
uovYel IORYUO Ge qlJl IORt FORUN I H | s

L i | = | S‘ZZB %012 3q5;,
Prize, sweepstakes, and inheritance scams | = S/ - —
HoYeto6cec 2105 YUDRUG I RalJ] OGS Gorammepgeyes L) Bank Fraud

Romance and friendship scams \!i@ . . @ (oo | /

uf KORc ! 1IJK0¢C HY 2 q tO! YeM}OFIaG]OfW}o‘HHU b5l 13 SB e D

Charity scams A — y ° Ox

Ll A a1J C * 1J |.OT Y L"J C GI 1J |_OL"J Y 51 CO Prize & Inheritance @ Romance / Friendship @ @ Check & Wire Scams

Check and wire scams

yERNUT IOGe! G1WUqoue RAL G ! wCD




What's Happening Today In Florida

Active Scams that you might see

\

Fake IRS, Social Security,
Medicare, tech support,
or even family calls.

e J
~

Jury Duty Scams

‘You missed jury duty.
Arrest threats and

demands for payment

by gift card, Zelle,

Venmo, or crypto. )

.
| Al Voice /
’ *\ Grandparent Scams

A = A loved one sounds
""'I" |||u||u|ou||’§ | ) panicked and asks
-

for money
 A—— immediately. ),
~ ALSO
ACTIVE:

Florida is
a major fraud target.

Toll / SunPass-style texts

Smishing texts claim unpaid tolls.
Clicking can steal your info or install malware.

-
"
a3
-
&

Z

Property Deed Fraud

Criminals file false
documents against
homes. Property fraud
alerts can help.

Investment &
Crypto Scams
High return, low risk,

limited time — often
ending in real losses.

Romance Scams

Online relationships
build trust, then turn
into requests

for money.

/

Fake online shopping deals

Too-good-to-be-true prices and fake stores
steal your money and personal information.




Current Example [waimart

The Walmart Robocall Scam
The fake fraud alert

E HOW THE SCAM WORKS

@ Trusted brand
Q\'\h\

l,,1

Scammers spoof
Walmart's phone number
so the call looks real.

@ Big unexpected
charge

PURCHASE
DETECTED

$919.45

PIayStationS- _
3D Headset

You're told there’s a
suspicious purchase you
didn’t make.

N\

Once you engage, they can steal your money
and your identity.

A

[ )

...,,“,.

Walmart Fraud

Incoming Call

Department
@ Fraud Alert

We detected a suspicious
purchase on your account.

Amount: $91 945 |

Item: PlayStation 5
3D Headset

If you did not authorize
this purchase,

Press 1
now.

@ Remember: Legitimate companies will never call and ask for your personal or financial information.

\'I
'.\

The scam is not
the purchase —

the scam is your reaction.

................. e

.

3 | Urgent action:
“Press 1”

f”“fs”é'
@77 (80 (M9

PQRS TUvV

/* /9 #

You're pressured to press 1
immediately to “stop”
the fraudulent charge.

/
(4) Fake
~ representative

P

How can
| help you?

You're connected to a
scammer posing as a
Walmart fraud specialist.

"B | Personal information

requested
— CREDIT CARD ‘
E 5

1234 5678 9012 3456

S

ocul. §ecum~,.,

125 as 6799

They ask for your card
number, account login,
SSN, or one-time codes.

Do not
press 1
Never respond to

robocall prompts.

STAY SAFE: 3 SIMPLE STEPS

Hang up
End the call
immediately.

Check the
official app
or website

&

Sign in yourself or call the
official number on the
back of your card.

N

B Be informed. Be cautious. Be secure.



Where Are We Heading?

More Personal. More Convincing. More Automated.

= 6y = = =
TE | e o
15| el & | O .4

’ Voo

e e
i )

-
>

PUBLIC ! GENEALOGY CLONED VOICE  *

D
y
N\
y

RECRDS s (4 DATABASES ,
‘ FAKE IMAGES /

/ \ / DEEPFAKES . e ‘
/i More Personal ’ More Convincing \ @re Automated \\55{.‘_" -

ROBOCALLS " CHATBOTS

T e
.

b
?

A
4

¥ '© | Scammersknow more before they Al makes scams sound and look - Scammers can target more people, | .~ [e= |
contact you legitimate ; i
Sg?é’g" g —ete— AN faster 1 : MASS TEXTS
gubluc gecords Al-written emails with fewer mistakes Mass texts and robocalls o =
ocial Sites : : : S e | D%
Cloned voices that sound like famil Al-generated messages \ 4 |
Genealogy Databases : . v = ' E AN M
Cobkies Fake images, documents, or videos Chatbots posing as supportagents | EMAIL
Information for Sale e Professional-looking fake websites Rapid follow-up across phone, emaily . .
//\\ ~ Data breaches 6N Personal Information anditex K/\ 1
'S % X W / Cloned phones and emails .
-~ /A\ 3 : - PHONE
‘;’Z?:EERRDT;{ ' /\ INFORMATION ] V = il
> ] FOR SALE } 4 i \ | PR
' <. / i |
FAKE EMAILS 1 DOCUMENTS WEFggIEE s
(@) () (=) == == = - (B)(Q))
; BT
(X | )

|‘ L
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ldentity Theft

1 Scammers use personalized public info

R
» . 5
- > ~ ;s e
—" c i et B T " -
. .y 3 R - ~
// - = -
. 2 - .- 2
- -
-
-



The Impact of Identity Theft

Why this deserves serious attention

IDENTITY THEFT: THE IMPACT IN 2024

1.1M $478B 18M

identity theft reports lost to identity fraud Americans affected by
filed with the FTC & scams combined traditional ID fraud

b 4 o3 i

Slow Recovery Emotional Toll Older Adults Hit Hardest Florida #1 Nationwide

Nearly half of victims said issues 43% experienced anxiety or Adults in their 70s lost a median Highest ID theft rate in U.S.: 138
were STILL unresolved 12 depression; 42% developed of $1,000 — vs. $417 for those reports per 100K residents in
months later lasting trust issues in their 20s 2024




ldentity Theft: The Scam That Keeps Going

Identity Theft: One Theft, Many Ways to Exploit You
o h - R
1. Credit & Debt :
F o TAXﬁ 4. Taxes & Benefits
@D - Opening credit cards — et Al t;x reffunds
e Stealing benefits
¢ Large purchases such as cars —_

Y % I
4 “ 7 4 \
A 2. Home & Property :, .: A_ D 5. Sa\(mgs & Retirement

m e Remortgaging homes H 0—4» " S " X Steal!ng froh bar.lks
* Property or title misuse / —_— :zecz(:\)llljr:g S1‘rom retirement
. ’ . Y,
( n y 4 6. Online & Reputati
| | 3. Medical & Insurance .H"nkl.ne ; l?:": on
o Medical identity theft B Ja liacking'soclafidentties
, e Email or account takeover
e |nsurance fraud m = x ¥
\_ e Criminal/legal identity misuse y

>

( |dentity theft can affect nearly every part of your life. ]




ldentity Theft Is Often Harder to Spot Than a Scam

It can begin quietlyy with small pieces of information collected over time.

Identity theft can start with:

» A fake verification request
Confirm your SSN, Medicare number, or date of birth

* A one-time passcode
Read me the code we just sent you

» A phishing link
Update your account information here

» A stolen check or document
Personal information taken from mail or paperwork

» A compromised email account
Password resets, bank alerts, and impersonation

* A data breach
Your information exposed before the scam ever begins

—_———— T




If You Think Your Identity Has Been Compromised

Act quickly — but don’t panic.

Pause and breathe
Do not let panic make the decision.

Talk to someone you trust
A friend, family member, bank, or advisor can help you think clearly.

Stop contact

Do not reply, click, send money, or provide more information.

Lock down cards and accounts
Use your bank or credit card app/website to freeze, lock, or report a card.

Contact the real organization
Use the official app, website, statement, or phone number —
not the one in the suspicious message.

Change passwords and check activity
Focus on email, banking, credit cards, retirement, and benefit accounts.

Freeze credit and report it
Consider a credit freeze and report identity theft at Identity Theft.gov.

© Speed matters. Shame does not. Ask for help quickly. <2



Al makes scams convincing

< Fake voices, images, polished emails.




Al Lowers the Bar for Scammers

You no longer need much skill to create something convincing

g-_/_. 2 . — o

In the past, scammers needed some skills. Now, Al will help them g 4
e Write believable messages e Write a polished email

e Research official jargon « Sound believable and official

e Create convincing stories e Personalize the story

e Technical skills to engage * Do the technical work

Mask the scammer

Skills to avoid detection
But still most scams were easy to spot Al can turn a clumsy scam into a believable one.



Scammers Can Now Easily Copy the Signs of Trust

Logos, Caller ID, emails, and websites can all be copied or faked

( From: no-reply@trusted-services.com
‘ To: You '?
©

e el

{ | :
Trusted Services [' neoming Call

| r ]
——— "
E B3 ' 3 ; : L Y e “:’__‘ = ";n ,f< 3
';‘:L ) _— < ] A —— T — e g -
4 L Important Update @ ;rel:\slfsgs
i Sa s i ‘ :l’ . ““ | From: support@trusted-services.com ’ { Customer Support
\( , @/ T | (555)123-4567 & | 9D
7 Customer Support A~ f== 5Ly We're here to help
| ——

x (555) 123-4567 i g .I We're reashing out regarding your account. e ._J

| Customer Support - | Please review your information to

Mon-Fri 9am-6pm J (555) 123-4567 avoid interruption. (]/3, ;‘%

& e & i Thank you, .
> - uppon PoUre Rell 3
— CaE falm | Customer Support Team Poet Secus Rellable
- ) - "&‘) :
| | | >
/ i

| p—

We used to trust:

e Logos >

e Caller ID

e Email addresses The new rule:
e Phone numbers > ‘E

. Websites Looking real is not
i e the same as being real.

But scammers can now copy or fake them.




Voice and Video Threats Are Increasing

Specifically targeted

()

[' j Social media |
videos \ ‘ Incoming Call

N ) \

| % / v " ‘..‘o
J | oicemai

: ..r’,,f-,, | Qo greetings o

{\/B | T

| “’F Mom MM"WMM“ -:....m, ,m;rn,, , = f\ i

/V [ g e ﬁllIMJHI' i
- F 5 recordings (555) 123-4567 " j VOICE CLONING
‘ A \—‘:‘“* R " , . & S S eIy
.(—g Compromised | / A -‘lll"'ill'\'ﬂ’ h‘”""'""’"'"]"I"'Nh""ml“"‘-"”ﬂ**"”" ‘ £ | & v
g 8 accounts i . ;

I YT T Voice sounds familiar... 2 ; .
& NOT WHO THEY CLAIM TO BE

Al can now make a scam

call sound like someone you trust. & FBI warning: & Bottom line:
Voice samples may come from: Criminals are already using g . -
o enetalmaiia%idoes , A familiar voice is
) ial ti Al-generated voice messages
voicemial greetings
e g to impersonate trusted people no longer pI’OOf.

L ]
* public recordings
e compromised accounts and officials.



The Cloned Scams Still Work The Same Way

They rely on you trusting your own senses

llhl)ill"-»

| ""“W"W"'}

Believable
voice

A familiar voice
gets attention

_J

/
{ ' A
e
\

Emotional
emergency

Accident, arrest,
or crisis

©
Je

@

@)

/
Authority Urgent No time
added demand to verify
A lawyer or Money, access, or Don'’t call anyone.
official joins in information now Act now
R s/

" J——

Bottom line: The voice gets your attention. The pressure gets your money.




A Real Florida Case

"When | picked up the phone, it was my daughter's voice"

Fox B News Weather Sports Good Day We Live Here Contests More
TAMPA BAY

$15,000

lost after an Al voice impersonation

Dover woman loses $15K after

" L L .
= scammers used artificial
e L L J
intelligence to impersonate
Dover, Florida * Hillsborough County da ughte
By Aaron Mesmer | Published |uly 17 DT | Hillsborough County I
What happened:
_ _ ) Lesson:
* A frantic call sounded like her daughter crying
® The caller claimed there had been a car crash When emotion is high
* A supposed public defender demanded bail money . . !
* Cash was handed to a “legal courier” verification must be stronger.

Source: FOX 13 Tampa Bay, July 17, 2025






